ROA PARTNERS  |  INSTITUTIONAL POLICY
ROA PARTNERS
Policy on the Responsible, Rational and Controlled Use of Artificial Intelligence
Internal framework to protect confidentiality, professional quality, and the trust of clients and partners
	Guiding principle: Artificial intelligence may assist the work of ROA Partners, but it does not replace the responsibility, judgment, or review of a competent person.



	Document
	Institutional policy

	Version
	1.0

	Effective date
	Upon approval

	Responsible party
	President / Designated Management

	Review
	Annually or upon relevant technological, regulatory, or contractual changes




1. Objective
This policy establishes the conditions for the safe, ethical, limited, and efficient use of artificial intelligence (AI) tools at ROA Partners. It seeks to leverage their operational benefits without compromising confidentiality, intellectual property, technical quality, data protection, contractual obligations, or the Firm’s reputation.
2. Scope
This policy applies to partners, personnel, consultants, associates, interns, and third parties who use AI in activities carried out for or on behalf of ROA Partners, regardless of the device, account, or platform used. It covers generative tools, writing assistants, translation, data analysis, transcription, programming, search, audiovisual creation, and AI features embedded in other applications.
3. Mandatory Principles
Necessity and proportionality. AI shall be used only when it provides a specific benefit and with the smallest possible amount of information.
Confidentiality by design. Non-public information is presumed restricted and shall not be uploaded to unapproved external tools.
Human oversight. All relevant output shall be reviewed by a responsible person before it is used or delivered.
Accuracy and traceability. Facts, figures, quotations, references, calculations, and sources shall be independently verified.
Professional accountability. The person who uses and approves the result retains full responsibility; AI shall never be considered the author, final reviewer, or authoritative source.
Fairness and non-discrimination. Biases and adverse effects shall be assessed, particularly in analyses involving individuals, communities, Indigenous Peoples, gender, or vulnerable populations.
Contractual and legal compliance. Client instructions, contracts, security policies, and applicable laws and regulations shall prevail.
4. Information Classification
Before using an AI tool, the user shall classify the information involved:
	Level
	Examples
	Rule for Use with External AI

	Public
	Information published by ROA, clients, or open sources.
	Permitted, subject to review and respect for usage rights.

	Internal
	Generic drafts, non-sensitive proprietary methodologies, and administrative materials.
	Only in approved tools and with data minimization or anonymization.

	Confidential or restricted
	Unpublished proposals, contracts, fees, CVs, personal data, financial information, credentials, databases, deliverables, or client information.
	Uploading is prohibited unless expressly authorized and an approved tool with adequate contractual and security controls is used.


5. Permitted Uses
Provided that the safeguards in this policy are met, AI may be used to:
Generate outlines, initial ideas, checklists, and working drafts.
Improve the wording, clarity, grammar, translation, or formatting of non-confidential or previously anonymized materials.
Summarize public documents and support preliminary research, with subsequent verification against the original sources.
Support formulas, programming, automation, and exploratory analysis using fictitious, public, or properly anonymized data.
Prepare agendas, templates, questions, presentation structures, and administrative materials.
Create images or visual elements when appropriate usage rights exist and their origin or authenticity is not misrepresented.
6. Uses Subject to Prior Authorization
The following require authorization from the Project Manager or Management and verification that the contract and client instructions permit such use:
Processing non-public internal information, even when it appears to be low risk.
Use of automated transcription in meetings or interviews.
Analysis of databases containing information on clients, beneficiaries, counterparties, or personnel.
Material incorporation of AI-generated content into external deliverables.
Use of enterprise AI systems connected to ROA repositories, email, calendars, or applications.
Creation of synthetic content representing a person, institution, community, or client.
7. Prohibited Uses
Entering confidential information, personal data, trade secrets, credentials, contracts, fees, proposals, unpublished deliverables, or information subject to confidentiality agreements into unapproved tools.
Presenting unreviewed content as true or verified, or fabricating sources, quotations, statistics, experience, credentials, references, or results.
Delegating to AI the final approval of recommendations, assessments, reports, proposals, or financial, legal, environmental, social, or human resources decisions.
Making solely automated decisions that have significant effects on individuals or organizations.
Using AI to impersonate individuals, create misleading communications, manipulate evidence, infringe copyright, or circumvent security controls.
Using personal accounts or free tools to process client or project information.
Activating recording, meeting bots, or transcription without providing notice and obtaining the required authorizations.
8. Minimum Safeguards
Minimize: Share only the information strictly necessary for the task.
Anonymize: Remove names, email addresses, identifiers, sensitive figures, and references that could enable the client or project to be identified.
Configure: Where possible, disable the use of data for training and apply access and retention controls.
Verify: Check facts, sources, calculations, references, and conclusions against reliable original documentation.
Document: Record material AI use when it has significantly influenced a deliverable or analysis.
Review: Conduct substantive human quality control covering coherence, bias, confidentiality, and contractual compliance.
Delete: Remove histories or files from the tool where appropriate and in accordance with retention rules.
9. Procedure Before Using AI
Define the task and confirm that the use of AI is necessary and proportionate.
Classify the information and review contractual, client, and project restrictions.
Confirm that the tool is approved for that type of information.
Remove or replace any data that is not essential.
Apply human review and independent verification of the results.
Record or disclose the use when it is material, sensitive, or required by the client.
	Practical rule: If you would not share the information with an external provider without a specific agreement, do not enter it into an AI tool.



10. Human Review and Quality Control
Review may not be limited to accepting or superficially editing a response. The reviewer shall understand the content and be able to defend it professionally. At a minimum, the reviewer shall verify:
factual and numerical accuracy;
consistency with the terms of reference, contract, and methodology;
the existence and quality of cited sources;
the absence of confidential information or unnecessary personal data;
biases, omissions, inappropriate language, or unsupported conclusions;
originality, usage rights, and proper attribution, where applicable.
11. Transparency with Clients and Third Parties
ROA shall disclose the use of AI when required by the client, contract, call for proposals, or applicable policy, or when AI has played a material role in the content or process. Merely instrumental uses, such as spell-checking, need not be disclosed unless expressly required. Any disclosure shall be accurate and shall not attribute professional responsibility to AI.
12. Approved Tools
Management shall maintain a register of approved tools indicating authorized uses, permitted types of information, required configuration, and the responsible party. Approval of a tool does not automatically authorize all uses or remove the obligation to classify information.
13. Roles and Responsibilities
	Role
	Primary Responsibility

	Management
	Approve tools and exceptions; assign responsible persons; review the policy and incidents.

	Project Manager
	Define specific restrictions; verify client requirements; oversee material uses and final review.

	All users
	Comply with the policy; protect information; verify results; promptly report incidents and questions.


14. Incidents and Exceptions
Any accidental disclosure, improper upload, harmful result, potential infringement of rights, or use contrary to this policy shall be reported immediately to the Project Manager and Management. The person shall suspend use, preserve the information necessary for investigation, and follow the prescribed containment measures. Exceptions shall be approved in advance, documented in writing, limited to a specified purpose and period, and identify compensating controls.
15. Non-Compliance
Non-compliance may result in suspension of access to tools, corrective measures, additional training, contractual or disciplinary consequences, and, where appropriate, notification to the client or competent authorities. The response shall be proportionate to the severity, intent, impact, and recurrence of the violation.
16. Training and Policy Review
ROA shall promote periodic training on risks, good practices, and authorized tools. This policy shall be reviewed at least annually and whenever there are relevant changes in technology, regulation, contracts, the Firm’s services, or its risk profile.
Annex A. Quick Checklist
☐  Does the task genuinely require AI?
☐  Is the information public or properly anonymized?
☐  Do the contract and the client permit this use?
☐  Is the tool approved for this type of information?
☐  Did I share only what was strictly necessary?
☐  Did I verify figures, sources, quotations, and conclusions?
☐  Did I conduct a complete professional review?
☐  Should the use be recorded or disclosed?
☐  Does the final result protect ROA’s confidentiality and reputation?


Annex B. Minimum Record of Material AI Use
	Project / Client
	

	Date and Responsible Person
	

	Tool Used
	

	Purpose of Use
	

	Type of Information Processed
	

	Verifications Performed
	

	Approval / Comments
	



Approved by: ______________________________    Date: __________________
